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Voip PBX & Doorcom

Every Thinknx server embeds a software VOIP telephony PBX. It is optimized for the VOIP
functionalities between clients and for door communication. This object allows to configure the PBX
(extensions, ring groups and door stations).

e PBX port This property allows to specify the PBX port if different from the default one (5060).

e Accounts PBX This property represents the list of extensions (clients) to be registered in the
PBX.

* Ring groups This property represents the list of ring groups to be registered in the PBX. Ring
groups allow to call more than one extension using a single number. The outdoor station can

forward the call to several clients using a single number.
¢ Intercom devices This property represents the list of intercom devices to be registered in

the PBX.

The diagram below gives a general overview on the configuration when using a Thinknx server as a
VolP PBX.

ThinKnx Server used as VolP PBX
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Thinknx server used as a VolP PBX
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When using an external VolP PBX, there is no need to add the object “VolP PBX”
in System. All the extensions are configured on the external PBX. It is only
essential to create one user per extension in “Sytem”->“Users and Groups”, and
disable the “System PBX"” parameter in order to enter the correct settings for the
user.

L} \
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Adding PBX accounts

Click on the button displayed on the right to open the PBX users editor window, then click on "Add”
and adjust the properties in the grid:

e Extension This property allows to specify the extension number used by the client to join the
PBX. Extension number starts from 100.
e Password This property allows to specify the password associated to the extension number.

Adding ring groups

Click on the button displayed on the right to open the ring groups editor window, then click on "Add”
and adjust the properties in the grid:

e Ring Group Number Number associated to this group in PBX. Group Numbers start from 9000

e Accounts PBX PBX accounts associated to this ring group

e Commands to execute Command to be executed in the event that this call group is called by
another user. The command is executed when this call group receives the call.

Adding intercom devices

Click on the button displayed on the right to open the intercom devices editor, click on "Add” and
adjust the properties in the grid:

* Device type By selecting the option “Generic IP Doorstation” from the list, it is possible to
integrate with most intercom support the SIP protocol such as:
o 2N
o Doorbird
o Fermax
o Mobotix
o TCS
o [pDoor
o and much more!
2. Username web This property corresponds to on of the login parameters of intercom
management web page.
3. Password web This property corresponds to on of the login parameters of intercom
management web page.
4. Username PBX This property corresponds to the extension used by the intercom to register in
the PBX; it is automatically generated and it cannot be edited. For devices the numeration
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starts from 901.

5. IP address Outdoor station address.

Port Outdoor station port.

7. Intercom buttons This property allows to configure the intercom button panel, associating to
each button the extension or ring group to be called. Click on the button displayed on the right
to open the intercom buttons editor, click on "Add” and adjust the properties in the grid:

o Label: Label associated to the button in the configurator.

o Button number: This property represents the button number on the panel.

o Call single user: If enabled, the call is sent to a single user when the button is pressed. If
disabled, the call is sent to a ring group.

o Ring Group PBX: Ring group associated to this button.

o

User Interface

Enabling the SIP clients for users will make a handset appear at the top right of the client
screen. The color of the handset will indicate different meanings:

e Red Handset - The connection to the server encountered an error. Check if the Client
association was performed correctly.

* Yellow Handset - Client connection problems to the server. Check server logs and ensure
client registration to PBX.

e White Handset - Connection successfully established.

W s - O =«

Handset

Integration example: 2N IP

Configuration

The intercom used in this example is the 2N IP Helios, an SIP Door Station solution with an
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integrated video camera for monitoring door activity, however, the same concept can be
applicable to the other products within the same 2N series. The below configuration was applied
to 2N firmware version 2.10.0 (2015), where the following features are supported:

e Paging: When the call button is pressed on the door station, it will call all appropriate
clients based on the settings of the ring group called.

e 2Way audio call: the user at the client station can converse with the person outside the
door

¢ Video monitoring: the camera in the door station can be accessed by the client to view
the caller and the outside area

e Relay/Door strike actuation from the server: the internal relays can be actuated from
Thinknx client/server provided that the needed license inside the 2N (http API) is enabled

Preliminary Requirements

The 2N IP door station has to be connected to the ethernet using a CAT5 cable and it has to be
in the same network to which Thinknx server is attached. Also the clients have to be connected
to the same network. Special network configuration is possible using the needed
routing/firewalling devices.

Voip PBX setup
Add the Voip PBX object and configure as follow:

e Add several users into the “Accounts PBX” tab as explained before. User should have ID
(extension number) starting from 100 onward.

e Add an intercom into the “Intercom devices” and set it as generic intercom. A number will
be shown. That is the ID of the intercom (extension number). The password for the
registration to the PBX is identical to that number (user 901/pass 901)

e Add a ring group and select the users you want to call with that ring group. A number will
be shown. That number is the extension associated to that ring group (9001). Calling that
number will cause all the associated users to ring.

2N IP setup

Enter the IP Address of the door station into a Web Browser. You will be taken to the login page
for the Door Station. Log in to the Door Station. By default, the user name is Admin and the
password is 2n. You will be taken to the Configuration Utility:
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Select the “Services” Icon on the left to access the Services screen. Then select the Phone
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On the SIP 1 Tab- Intercom Identity

1. Set the Phone Number. This is actually the “ID” with which the device will populate in the
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Thinknx SIP server (901)
2. Set the Domain to the IP Address of Thinknx server

On the SIP 1 Tab- Authentication

1. Check the Use Authentication ID box
2. Set the Authentication ID to the ID of the device inside the Thinknx SIP server (901)
3. Set the Password with the same number of the ID (901)

On the SIP 1 Tab- SIP Proxy

1. Set the Proxy Address to the IP Address of Thinknx server
2. Ensure the Proxy Port is set to 5060

On the SIP 1 Tab- SIP Registrar

1. Check the Registration Enabled box

2. Set the Registrar Address to the IP Address of Thinknx server
3. Ensure the Registrar Port is set to 5060

4. Leave the Registration Expires time set to default

On the Audio Tab

1. Uncheck G.722
2. Make G.711 (PCMU) the first choice

On the HTTP API option:
1. Select “No authentication” for the camera image service

Select the “Directory” Icon on the left to access the Users screen
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On the User 1 (button 1) tab:

1. Check the “Position Enabled” box

2. Under User Basic Information—» Name, type any name you like. The E-Mail field may be
left blank

3. Under User Phone Numbers— Number 1- Phone Number type sip:9001@x.x.x.X, where
“X.x.X.x" is the IP Address of the Thinknx Server and 9001 is the extension number to call
(ring group in this case).

4. All other fields on this screen may be left blank

To be able to see the images coming from the device you need to add a Camera inside Thinknx
Ul and configure to grab images using the following parameters:

1. Type: Generic Camera

2. Use RTSP : Disabled

3. Image Path : api/camera/snapshot?width=640&height=480

4. Fill the other fields like IP addresses and credentials as for any other normal camera.

To be able to open the Lock connected to the 2N device you have two options: to send DTMF
tones during conversation or to send html GET messages to the device. If you want to use
DTMF tones, it will be enough to create a Generic Buttom into the Ul and select as action the
generation of DTMF tone as in the following picture. DTMF code must be the same inserted into
the 2N configuration page followed by * (in the example 1234*).

If you prefer to use html GET solution, you need to use the Thinknx Ethernet Gateway plugin
and configure a Generic Button to perform an action with the following parameters:

1. Command: Make http GET call to a specified url with username and password
2. URL : http://IP_of 2N_DEVICE/api/switch/ctri?switch=1&action=on
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3. Username : username used to authenticate with 2N station
4. Password : password used to authenticate with 2N station

This method require additional licenses from 2N to enable the Switch API. The API should be
available on HTTP also (Not HTTPS only).

Integration example: Doorbird D10x, D20x

Configuration

The DoorBird D10x and D20x Door Stations are SIP Door Station solution with an integrated
video camera for monitoring door activity.

For proper connection between Doorbird door stations and Thinknx PBX, refer to the step-by-
step user guide created by Doorbird wich can be found on their website, or follow the
instructions below.

The following features are supported:

¢ Paging: When the call button is pressed on the door station, it will call all appropriate
clients based on the settings of the ring group called.

» 2Way audio call: the user at the client station can converse with the person outside the
door

 Video monitoring: the camera in the door station can be accessed by the client to view
the caller and the outside area

e Relay/Door strike actuation from the server: the internal relays can be actuated from
Thinknx client/server or from KNX

Preliminary Requirements

The DoorBird door station has to be connected in the same network to which Thinknx server is
attached. Also the clients have to be connected to the same network. Special network
configuration is possible using the needed routing/firewalling devices.

Voip PBX setup
Add the Voip PBX object and configure as follow:

e Add several users into the “Accounts PBX” tab

e Add an intercom into the “Intercom devices” and set it as generic intercom. A number will
be shown. That is the ID of the intercom (extension number). The password for the
registration to the PBX is identical to that number (user 901/pass 901)

e Add a ring group and select the users you want to call with that ring group. A number will
be shown. That number is the extension associated to that ring group (9001). Calling that
number will cause all the associated users to ring.

Doorbird setup
Enter the following url into a web browser to configure the SIP part of the doorbird device:

http://x.x.x.x/bha-api/sip.html
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where x.x.x.x is the local ip of the Doorbird doorstation. To get the ip address, in case you don't
know it, you can use the utility reachable from the following address:
http://www.doorbird.com/checkonline and inserting the required data.

& DoorBird

SIP

SIP Proxy | 192.168.1.50
SIP User | 901
SIP Password |901
Autocall Doorbell | 5ip:901@192.168.1.50

Prioritize App
DTMF

Relay PIN 1234 #

r Allow incoming calls
from SIP user:

Last error code 200

Referring to the image:

Set SIP to enabled

Set SIP Proxe to the IP Address of Thinknx server

Set the SIP User to the ID of the device inside the Thinknx SIP server (901)

Set the SIP Password with the same number of the ID (901)

Set the Autocall doorbell as sip:9001@x.x.x.X, where “x.x.x.x"” is the IP Address of the
Thinknx Server and 9001 is the extension number to call (ring group in this case).

Set DTMF to enabled to be able to open the lock using DTMF codes

Finally, make sure that the Thinknx account is allowed to make calls by selecting all the
days of the week in the schedule as seen in the picture below.

ke whe

~No
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The same procedure can be done using the DoorBird app into the dedicated SIP configuration
section, or by accessing their portal on https://webadmin.doorbird.com/login.

To be able to see the images coming from the device you need to add a Camera inside Thinknx
Ul and configure to grab images using the following parameters:

1. Type: Generic Camera

2. Use RTSP : Disabled

3. Image Path : bha-api/image.cqi

4. Fill the other fields like IP addresses and credentials as for any other normal camera.

To be able to open the Lock connected to the Doorbird device you have two options: to send
DTMF tones during conversation or to send html GET messages to the device. If you wnat to
use DTMF tones, it will be enough to create a Generic Buttom into the Ul and select as action
the generation of DTMF tone as in the following picture. DTMF code must be the same inserted
into the Doorbird configuration page followed by * (in the example 1234%*).

System-Send DTMF tone during intercom call

Commands Parameaters

System DTMF tones sequence 12345%
Send KNX Bit Telegram
Send KNX Byt Telegram
Send KNX Flcat 2 Byte Telegram
Send KNX Fioat 4 Byie Telegram
Send KNX Siring Telegram
Send KNX 4 Bit Telegram
Fiead KMX group asdress
Make o pause for o fived inferval [msec]
Change LIl Funclion and Page : GENERAL
Change LI Funclion and Page - CLIENT SFECIFIC
Send Push Notification
Exacute M3 Windows Command | GENERAL
Execute M3 Windows Command | CLIENT SPECIFIC
Recall i05 app with url
Send Email fo recipienis
Send DTMF tone during intercom cal
Start audic notficaton sound in al the chenis
Stop audio notification sound in all the clients
+ Reports & Galewsys
Multimedia
- Wideo Matroo
#]- Home Theaater

Clear selection | oK Cancel

If you prefer to use html GET solution, you need to use the Thinknx Ethernet Gateway plugin
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and configure a Generic Button to perform an action with the following parameters:

1. Command: Make http GET call to a specified url with username and password

2. URL : http://IP_of DOORBIRD/bha-api/open-door.cgi
3. Username : username used to authenticate with Doorbird station
4. Password : password used to authenticate with Doorbird station

Ethernet Gateway-Make a http GET call to a specified url with username and password

Commands

Parametears

& System URL hisp#1P_of_DOORBIRDYbha-apyapen-docr cg
= Reports § Goteways Username used io suiheniicals io ihe server A—
-} Ethemel Galevay
nemel ey Password used {o authenticate to the server password
Ethemet Gabewsy )
Make @ hitp GET call io @ speciied url '.I'rrl\enul for connection in miliseconds (defaul
3000 ms

Make a hitp GET call 1o a speciiad url with usémame and passwond
Make a ity POST call to & apecified wil
Make a hitp POST cal to & specified url with ussmame and password
Send siring with no bermination to TCP socket
Send siring with CR termination in TCP sacket
Send hexadecimal sinng with no termination to TCE socket
Send hexadecimal sinng with CR termination to TCP socket
Send string with no bermination 1o UDP sockst
Send stnng with TR temination to UDF socket
Send hexadecmal string with no termination o UDF societ
Send hexadecimal siring with CR termination to UDP sockei
Send SOAP request io the spacified ud

t|- Gatewsy MyHome

= Mutimedia
+- Wides Matrix

i|- Home Theater

Clear selsction

Cancel

Integration example: Mobotix T25 doorstation

Configuration

The Mobotix T25 is a SIP door station solution with an integrated video camera for monitoring
door activity. Below are the settings to apply to the Mobotix T25 to work properly with Thinknx

PBX. The following features are supported:

¢ Paging: When the call button is pressed on the door station, it will call all appropriate

clients based on the settings of the ring group called.

e 2Way audio call: the user at the client station can converse with the person outside the

door

 Video monitoring: the camera in the door station can be accessed by the client to view

the caller and the outside area

e Relay/Door strike actuation from the server: the internal relays can be actuated from

Thinknx client/server.

Preliminary Requirements

The Mobotix T25 has to be connected to the ethernet using a CAT5 cable and it has to be in the
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same network to which Thinknx server is connected. Also, the clients have to be connected to
the same network. Special network configuration is possible using the needed
routing/firewalling devices.

Voip PBX setup
Add the Voip PBX object and configure as follow:

e Add several users into the “Accounts PBX” tab

e Add an intercom into the “Intercom devices” and set it as generic intercom. A number will
be shown. That is the ID of the intercom (extension number). The password for the
registration to the PBX is identical to that number (user 901/pass 901)

e Add a ring group and select the users you want to call with that ring group. A number will
be shown. That number is the extension associated to that ring group (9001). Calling that
number will cause all the associated users to ring.

Mobotix T25 setup

Enter the IP Address of the door station into your web browser and login using your admin
username and password. You will be redirected to the live page of the camera with a main
menu to the left.

Press the “Admin Menu” button to access the administration settings.

Scroll down through the list to reach the section called “Audio and VolP Telephony.

Transfer Profiles » FTP Profiles a
= E-Mail Profiles
= |P Notify Profiles

Audio and VolP Telephony s Speaker and Microphone
= Manage Audio Messages
= Sound Profiles for playing back audio files
= SIP Server Settings for configuning integrated SIP server
m S|P Client Settings for VolP telephony
= Qutgoing Calls Settings
® Incoming Calls Settings

Camera Administration » Time & Date
s LED Setup

as Tima Tahlag far arminn and canaras v

SIP Server

Click on “SIP Server Settings”. Once inside the page, make sure that the internal SIP Server of
Mobotix is OFF. We will not need to activate this since the SIP server used will be the Thinknx
server.
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® & 192.168.1.80/admin/sipserverconfic w| =
ﬁ 4 MOBOTIX T25 mx10-21-55-32 SIP Server Settings
SIP Server
SIP Server: Off = Enable or disable SIP server
Server IP: 192.168.1.80, 10.21.55.32 IPs ofthe server
Port: 5061 UDP port ofthe server
Realm: MX_SIP Realm for authentication.
Missed calls: Suppress « Enable nofification of missed calls
SIP Accounts
SIP Address User Name Password
@192.168.1.80 sssssnen & | Delete
Add new SIP account
Set Il Factory Il Restore Il Close

SIP Clients

Go back to the Audio and VolP Telephony, and click on the SIP Client Settings. Here we need to
configure the Mobotix as a SIP client so it can communicate with Thinknx client devices.

e Make sure that SIP Client is Enabled.

e Click on “Add new SIP account” to create a new entry in the SIP Accounts table.

e Under SIP address, enter the extension 901 as username, and the IP address of your
Thinknx server as Domain.

Under Authentication, enter 901 as username and password.

Under Server, enter the IP address of your Thinknx server as Hostname/Address, and
5060 as port.

Enable “Available as Proxy” and “Use as Registrar”.

Leave the Register Expiration as 5 min.
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@ & 192.168.1,80/admin /voipconfig w g =

4 MOBOTIX T25 mx1

ou can view tha cumant status and detasled messages of the SIF Client in the SIP Cliant: Messages, Calls. Status dialog. -
General Phone Settings
SIP Client:  Enabled = Enabile or disabla SIP Client
Hangup on Outgoing  Disabled - Hang up an angoing call, if an outgoing
Calls: call is friggered
Parallel Dualing: Enabled = Enabile or disable simulianeous calls fo
multiple phones
SIP Accounts 1
e Available Use as Register
SIF Addrass. Authentication Server as Proxy Reglstrar Expiration
User Name Domain User Name Password Hostname | Port
Address
501 @ 192.168.1.51 901 en & | 192.168.1.51 : 5060 7 ) | Smin. - [ Detete |
: Add new SIF account
Network Settings
MAT Traversal.  Disabled - MAT fraversal mode to use
MAT Address or The DS o IP adaress of the rouler using MAT of
STUN sener fhe STUN sarver
Router Address 1 min. - When using the NAT address, the camera will
Refresh Time update the rovler address afler this ima.
SIP Port: 5060 Portto use for the SIP protocol
Audio RTP Port: 7078 Por to use for transmitting the audio data using
e RTP protocal.
Video RTP Port: %073 Porl to use for iransrmitling the video data using
the RTP protocol.
Audio Data Timeout: 60 sec. « The camera hangs up the call if there is no
incoming audio data for tis lime
Audio Message Settings
Welcome Message Disabled = Enable or disable welcome message for
for Inbound Calls: nbaund calls
Welcome Message Disabled - Enable or disanle welcome message for
for Outbound Calls: autbound calls
Dalay before  Disabled = Tha camera waits for the time spacified hare
\lalrnme Mascmna: hafare alavinn hark e Wslenme lecaame nn i
[ Sat | Fagory || Restora | Cose |

Scroll down through the settings till you reach the Audio Codec Settings.

Make sure that you enable “Use PCMA Codec” and “Use PCMU Codec”, and disable “Use G.722
Codec”.
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Audio Message Settings

Wealcome Message Disabled -
fior Inbound Calls:

Welcome Message Disabled -
for Outbound Calls:

Delay befora  Disabled =
Welcome Mezsage:

OTMF Key Enabled -
Confirmation for
Inbound Calls:

DTMF Key Ensbled ~
Confirmation for
Outbound Calls:

Call Status on  Disabled =
Camera Spaaker:

Teleghone signal  Enabled -
tonas on speaker

Earty media on  Enabled ~
spaaker

0SD Settings
Auta Hide OSD:  Disabled -

Setlup OSD:  Disabled ~

Home View:  None -

Audio Codec Settings

Use G.T22 Codec

Use PCMA Codes |4
Use PCMU Codec ¥
Use GSM Codec
Video Settings
Video: Enabled =

Video Bit Rate: 500 kbit/s

- @

Enable or dizable welcome message for
inBound calls

Enable or dizable welcome message for
aulbound calls

The camera wails for the ime specified here
pefare plaging back he Welcome Message on
outbound calls afier the call is answerad.
Enable or disable DTMF kay confirmaion
messages far inbound calls

Enable or disable DTMF key confirmation
messages far outbound calls

Enable or disable message outpid about call
Stalls on CAMEra Speaker.

Enable or disable phone A4S on camera
speaker.

Enable of disable ¢ary media culpul on Camera
speaker (e.g. remote nnging tones).

Enable or disable aulomatic hiding of the On-
Screan Display

Enable or disable the Setup On-Screen Display

Enable the Homs View by assigning tha desired
Display Mode

Activale of deactivale the use ofthe G 722 codec
(HD audia).

Activale of deackvale the use ol the PCKMA codec
Activate or deacivate the use of the PCMLI codec.

Activate or deactivale the use of thé GEM codec.

Enable or disable wdea.

The data rate for video encoding in kbits per
second. The encoder fries 1o $lay below this rate

but may exceed i on large changes inthe image.
Fhnki Shoat Shie ic tha fa il it eate A7 s dien

If you are unable to view the parameters above, make sure that you scroll
down to the “Setup Mode” and select “Expert Setup”.

Video Settings
Video: Enabled =

Video Bit Rate: 500 kbit/s =

Praferred Codec:  H.264 =
Remote Control Settings

Signal Oul  Device Out: ~Door -
Function A:

Signal Out  Device Out: ~LightToggle -
Function B

Signal 0wl Device Qut: ~LightTimer ~
Function C:

Setup Mode

Selup Mode:  Expert Setup ~

Configure Outgoing Calls

Enable or disable video.

The data rate for ided encoding in kKnits per
second. The encoder ines io stay below this rate
bul may exceed it on large changes in the image:
Mate, that this |2 the output rate of the wdeo
encoder, nal the data rate on the netwark!

The preferred video codec.

Select a Signal Out Profile, When remate-
controlling the camera, press the phona key “1" fo
wigiges Whis Sigral ol prodile

Select a Signal Dut Profile, When remote-
controlling the camera, press the phone key “2° o
Irigger this signal oul profile

Silect 3 Signal Ot Profilg. Whin remate-
controlling the camera, press the phone key "3 fo
Irigger this signal oul profile.

Chaose the selup type. Quick Setup can
configure the camera for peer-to-peer telephany
with another phone and sels all required camera
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Access the “Outgoing Call Settings” from the Audio and VolIP Telephony menu. We will need to
create the accounts that the Mobotix will try to call once the intercom button is pressed. Since
our accounts have been added to a group call from inside the configurator, then we will only
need to create an entry for extension 9001.

To create the profile, click on “Add new profile”.

(@ £ 192.168.1.80/admin/call_profiles e @ 7 =
/ﬁ 4 MOBOTIX T25 mx10-21-55 Outgoing Calls Settings
Test Profile
Name call_1 - Test l MNote: Setthe changes to a profile before you test it
Profile Configuration
Phone Number or - - .
call_1 SIP Address Dial Attempts Dial Timeout SIP Proxy
Clpelete 9001 1 - 20 -  192.168.1.51 (901@192.168.1.51) ~
Add
Connection type: SIP Audio
Message name MNone -
Confirm call with PIN code @

If you intend to use all audio modes (Speak, Listen, Intercom)
After the message has been sent: Intercom =  make sure you have activated all options in the Speaker and

Microphone dialog
Note: configure the remote control parameters (e.g. the dial-out

Camera Remote Control off ~ profile) in the Incoming Calls Settings dialog.
Hangup after: 2 minutes
Add new profile

Explanation: Every profile can store several phone numbers or SIP addresses which will be tried in turns until the call is answered. Dial
Timeout controls the timeout for each call and Dial Attempts limits the number of calls for each phone number or SIP
address.

[ Set Factory “ Restore Il Close |

Add the extension 9001 as Phone Number or SIP Address. Under “SIP Proxy”, select the option
whith the following template “IP_Thinknx_Server(9001@IP_Thinknx_Server)”.

For “Connection type”, choose “SIP Audio”.

For the option “After the message has been sent” choose “intercom”.
Click on Set to save the settings.

Configure Intercom Button

The final step to be able to make a call from the intercom would be to configure the button on
the Mobotix. To do that, close the “Admin menu” and instead access the “Setup Menu” from the
live interface.

Once inside, look for “Event Control” and click on “Action Group Overview”.
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® 192.168.1.80/control/ & =

fi MOBOTIX T25 mx10-21-55-32 Setup Overview

Image Control = General Image Settings (camera, image size and quality, sharpness, __)

= Exposure Settings (image enhancement, exposure windows)
= Color Settings (color profile and saturation)
= JPEG Settings (MxPEG and JPEG quality)

s Text & Display Settings (display of text and error messages)
= yPTZ Settings (VPTZ and zoom settings)

Event Control » General Event Settings (arming and event LEDs)

= Event Overview (trigger reactions based on internal and external sensors)

= Action Group Oveniew (notify users or perform actions on events)
= Recording (event, continuous and snap shot recording)

MxAnalytics Control

= General MxAnalytics Settings (arming, detection area, counting corridors, ...)
= MxAnalytics Overview (status, available data, reports, ...)

= Counting Corridor Report Profiles (add and customize profiles)

= Heatmap Report Profiles (add and customize profiles)

Click on “Add new group” to create a new entry and name it “Button” or “Bell Button”.

@ 192.168.1.80/control/actions e My =

£ € MOBOTIX T25 mx10-21-55-32 Action Group Overview

Name Arming Events & Actions Edit

Auth Enabled v SIG [ e l
[Cl Delete (No time table) v DO
LightSwitch Enabled - SIG [ — ]
[CJDelete (No time table) v DO
LightPirOff Enabled - SIG [ Edit ]
[ Delete (No time table) - DO
LightPirOn Enabled - gIG [ i ]
[ Delete (No time table) - DO

Button Enabled h SIG | Edit ]
[ Delete (No time table) - CL

[ Add new group J
( Set ] Restore | Close ]

Click on Edit to configure the newly created entry.
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Under “Event Selection”, select “Signal:CameraBellButton”. This will trigger the call when the
Bell button on the intercom unit is pressed.

Under Actions, click on “Add new action” and select the action “Phone Call: call_1". This will
allow you to call the extension configured in the Outgoing Call.

() 192.168.1.80/control/actions?group=1

’ﬁ 4 MOBOTIX T25 mx10-21-55-32 Action Group Details

R

General Settings

Action Group

Value

Button

Enabled ~«

(Mo time table) ~

Event Selection [ Tal
(Environment: PI
(Environment: MI)
Internal: Ring
Z
Action Details 5 =
Simultaneously -
Actions Value
Action 1 Phone Call: call_1 -
[T Delete 1] =
Add new action
Note:
[ Set I Factory Restore I Close

Explanation

Name:
The name is purely informational.

Arming:

Controls this action group:

Enabled. activate the group.

Off: deactivate the group.

St group armed by signal input,

C5: group armed by custom signal as defined in
Genesal Event Settings.

Time Table:
Time table for this action profile (Time Tables)

Ewent Selection:

Select the events which will trigger the actions
below.

Use [Ctr|}-Click to select more than one event.
Events in parentheses need to be gdtivated first.

Action Deadtime:
Time to wait [0..2800 s] before a new action can
take place

Action Chaining:

Choose how the status of each subaction
influences the execution of all others,
Simultanecusly. All actions are executed
simultaneously.

Simultaneously until first success: Simultaneous
execution, but as soon as one adion sucoeeds
(i.e. has been completed or the phone is picked
ug). all others are terminated

Conzecutively: All actions are executed in the
specified order,

Consecutively until firsf success: Consecutive
execution, but as soon 25 one action succeeds,
the following actions are not executed.
Conszacutively until firsf failure: Consecutive
execution, but as soon as one action fails, the
following actions are not executed.

m

Explanation

Action Type and Profile:
Sslect the Action Profile to be executed.

Action Timeout or Duration:

If this action runs longer than the time specified
[0..2800 s). it is aborted and returns an emor; 0 to
deactivate.

For image Profile action, this is the duration and
NG emod returns.

& It is recommended to tune the microphone and speaker volume on the
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Mobotix intercom for a good quality call. This can be done by going to the
I Admin Menu and clicking on “Speaker and Microphone” under “Audio and
= . VolIP Telephony”.

Once the configuration is completed, do not forget to store the settings on

AN the Mobotix device. This can be done by going to the Admin Menu and
£ scrolling down to the bottom where you will see the option “Store”. A reboot
will need to take place after storing.
(6] 192.168.1,80/admin/index.html?cachedummy= 889740 LLL] 1} =

4 MOBOTIX T25 mx10-21-55-32

Storage = Storage on External File Server / Flash Device
= Storage Failure Detection

Logos and Image Profiles » Manage Image Files
= Logo Profiles
= Image Profiles

Transfer Profiles = FTP Profiles
s E-Mail Profiles

= [P Notify Profiles

Audio and VolP Telephony * Speaker and Microphone
= \Manage Audio Messages
= Sound Profiles for playing back audio files
= S|P Server Settings for configuring integrated SIP server
= S|P Client Settings for VolP telephony
» Qutgoing Calls Settings
® Incoming Calls Settings
= RTP Pager

Camera Administration = Quick Installation
= Time & Date
= LED Satup
= Time Tables for arming and senvices
= Time Tasks for image transfer and other jobs
= Integration Protocols for video streaming (RTP server configuration)
= Retail Configuration

m

Configuration = Store cument configuration permanently (to flash)
= Resat configuration to factory defaults
» Restore last stored configuration from flash
= Load configuration from local computer
= Save cumrent configuration to local computer
= Show current configuration (raw version)
» Edit configuration file (for experts)
» Backup and Restore system configuration to/from SD card
= Manage other cameras

System Update = Update System Software

General Tasks = Rebaot the camera =

Integration example: Fermax Milo Panel
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Configuration

The information below is extracted from a more detailed guide available on Fermax:

https://meet.fermax.com/wp-content/uploads/2022/07/CASE-STUDY-TEC-THINKNX_EN-ANDROID-
4.pdf

Voip PBX setup
Add the Voip PBX object and configure as follow:

e Add several users into the “Accounts PBX” tab, for example, user 100 and 101.

e Add an intercom into the “Intercom devices” and set it as generic intercom. A number will
be shown. That is the ID of the intercom (extension number). The password for the
registration to the PBX is identical to that number (user 901/pass 901)

e Add a ring group and select the users you want to call at the same time with that ring
group. A number will be shown. That number is the extension associated to that ring
group (9001). Calling that number will cause all the associated users to ring.

Configuring Milo Panel

On your Milo Panel webpage, access Web server > General > Configure MEET P2P call (Block =
1; Apart. = 101)

DISPOSITIVO CONF

ENERAL
TIPO:  |[PLACAINDIV v
BLOQUE: 1
APART. 101

N® DE EQUIPO: 1
TAG DE DISPOSITIVO: MILO 1L

Open SIP > Register the ThinKNX Micro server as your panel's SIP server with extension 901.
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DISPOSITIVO
ENERAL

ACTIVAR SIP: VER SIP STATUS
SERVIDOR SIP: sip:192.168.1.226
DOMINIO: 192.168.1.226
IP STUN: 5060
PUERTO STUN: 5060

SIP CALL H264. 102
AVANZADO

ODIGO PIN C .
RESTAURAR TONO DE LLAMADA:  [30s vl |

USUARIO SIP: 901
PASS SIP: ==

Access SIP Call and configure your Apartment 101 to call group 9001 on the SIP Thinknx server.

iP CALL PARIAMENTOL __NOERO |
AVANZADO 101 sip:9001@192.168.1.226

Camera Configuration

In a new page on your interface, add the object “Camera”. Set the parameters as seen in the
picture below:

Placa 1

T

182 860189

ponrl 123456
ooty Password r’
Densabéed
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Door Opening

In the same page created earlier, add the object “Generic command” and configure the
command to send a DTMF tone during the call. Write down the DTMF number or combination of
numbers configured on your Fermax intercom to activate the door opener. They can be numeric
characters and special characters such as # or *.

Intercom Placa 1

Camera

System-Sand DTMF tona during inercom call

Carmands

£ e DTMF sones saguence
i KX Commands

akier & pawise 10! & Tuid nbervl raec

Change Ul Funchon and Page | (REMERAL Lak Principsl

Change Ul Funclon and Fage . CLIENT 5PEC Syabom Send DTME boho durin
Sena Push Noshebon n (Colimcton)

Esscute MS Windows Command | GENERAL 12

Exncuts MS Wndows. Commend | CLIEWT 59 Temi = EE 365, 5K
Fecal 5 ppp Wik wi

S DTMF Sores during intercom call I -

Stact sk robicalion, soend in ol B clenls
Sa0p Mucke NOURCARON Bourd N o e Chents
Pautart KMX doves

Integration example: Fermax KIN Panel
Configuration

Integration with IPdoor devices is available via ThinknxPBX, enabling the following features:

¢ Paging: When the call button is pressed on the door station, it will call all appropriate
clients based on the settings of the ring group called.

e 2Way audio call: the user at the client station can converse with the person outside the
door

* Video monitoring: the camera in the door station can be accessed by the client to view
the caller and the outside area

e Relay/Door strike actuation from the server: The internal relays can be actuated from the
Thinknx client/server or from KNX.

Preliminary Requirements

e The Fermax station must be connected to the same network as the Thinknx server.
Clients must also be on the same network. Special network configurations are possible
using appropriate routing/firewalling devices.

Voip PBX setup
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Add the Voip PBX object and configure as follow:

¢ Add several users into the “Accounts PBX” tab, for example, user 100 and 101.

e Add an intercom into the “Intercom devices” and set it as generic intercom. A number will
be shown. That is the ID of the intercom (extension number). The password for the
registration to the PBX is identical to that number (user 901/pass 901)

e Add a ring group and select the users you want to call at the same time with that ring
group. A number will be shown. That number is the extension associated to that ring
group (9001). Calling that number will cause all the associated users to ring.

Configuring KIN Panel

e Open the web page of the KIN
o |F you can't find it the ip address call 9999 to see the technical information on the

panel

2. General > Set the device No. and device tag. SAVE

I

rd 7 Y A

GENERAL SETTINGS

GENERAL

FACIAL RECOG.

LIFT

IP CAMERA

SIP CALL

ADVANCED

WECHAT QR

TYPE:
Bl OCK-

[BLOCK PANEL-DIGITAL

1

DEVICE NO
DEVICE TAG:

1

Ing.Principale

(£16 CHARACTERS)

ALPHANUMERIC
KEYPAD:
LANGUAGE:
PANEL VOLUME
BACKGROUND:
BRIGHTNESS:
VOICE SYNTH.
VIDEO
RESOLUTION

SIP DIVERT MODE:

¢ Enable Intercom Calls:

o SIP server: “sip:ip of the thinknx server”

[ENGLISH

[4

[DARK COLOR

[250

[ 640x480

[PARALLEL CALL

o Domain: ip of the thinknx server
o QOutbound: Not needed
o Stun IP: Not needed

o Stun Port : Not needed

o H.264: 102

o SIP user: intercom username
o SIP pass: same as intercom username
o Try the search SIP status to check the connection.
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FERMAX

MEET VIDEO DOOR ENTRY SYSTEM

GENERAL

FACIAL RECOG.
LIFT

IP CAMERA

SIP CALL

ADVANCED

WECHAT QR

SIP SETTINGS

ENABLE SIO n SEARCH S|P STATUS

SIP SERVER:  sip:192.168.1.200
DOMAIN 192.168.1.200
OUTBOUND:
STUN IP:
STUN PORT.
H.264 102
SIP USER 901
I SIPPASS:
CONVERSATION:  [120s v
RING TIME:  [30s v
SAVE

e Enable Intercom Calls:
o Export the csv file from the fermax
o Apartment - Number of the apartment
o Number - sip:“ring group”@"“ip of the server”

| Sceglifile | Nessun ...lezionato IMPORT EXPORT

T S e S =

101
104

sip:9004@192.168.1.200
sip:9007@192.168.1.200

102
105

sip:9005@192.168.1.200 103

sip:3008@192.168.1.200

sip:9C

Camera Configuration In a new page on your interface, add the object
“Camera”. Set the parameters as seen in the picture below:

Placa 1

Local scirees 1952960101

123456

Door Opening In the same page created earlier, add the object “Generic
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command” and configure the command to send a DTMF tone during the call.
Write down the DTMF number or combination of numbers configured on your
Fermax intercom to activate the door opener. They can be numeric
characters and special characters such as # or *.

Placa 1

Princpal

Systam-Sand DTMF tone during intercom call

Integration example: IpDoor
Configuration

Integration with IPdoor devices is available via ThinknxPBX, enabling the
following features:

e Paging: When the call button is pressed on the door station, it will call
all appropriate clients based on the settings of the ring group called.

e 2Way audio call: the user at the client station can converse with the
person outside the door

¢ Video monitoring: the camera in the door station can be accessed by
the client to view the caller and the outside area

e Relay/Door strike actuation from the server: The internal relays can be
actuated from the Thinknx client/server or from KNX.

Preliminary Requirements

e The IPdoor station must be connected to the same network as the
Thinknx server. Clients must also be on the same network. Special
network configurations are possible using appropriate
routing/firewalling devices.

e Complete the step-by-step wizard to configure the IPdoor station.

VolP PBX Setup Add the VoIP PBX object and configure as follows:

e Add Users: In the “Accounts PBX” tab, add several users.
e Add an Intercom: In the “Intercom Devices” tab, add a generic
intercom. A number (extension number) will be shown. This number
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serves as both the ID and the password for the intercom (e.g., user
901/pass 901).

e Add a Ring Group: Select the users to include in the ring group. An
extension number (e.g., 9001) will be assigned to the ring group.
Calling this number will ring all associated users.

IPdoor Setup

Enter the following URL into a web browser to configure the SIP settings of the
IPdoor device: https://console.ipdoor.com

[

Thinknx
D s

p T

¥ crous ()
> zomes )
7 Devioes (1)
? ke

> heoes

Main Page

¢ Licenses:

1.

ik wn

Go to “Licenses” and add the PBX license.

Select “SIP Integration”.

Choose the license (blue icon).

Select “External Intercom” (“Name of your Device”).
Apply the settings.

Step 1 Step 2 Step 3
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f’;\ Remote call
Fé Buttons

FE. Access control

S, SiPintegration

3 Monitoring
@y Video integration
)i LANintegration

I‘f_'ﬂ Concierge

& PC Client

i} Speech commands

e Enable Intercom Calls:
1. Navigate to: Devices > ““Name of your Device
> Sip Accounts

2. Enable the account and enter the connection details:
1. Username: PBX username (e.g., 901)
2. Authentication: PBX username (e.g., 901)
3. Password: PBX username (e.g., 901)
4. Domain: THINKNX server address
5. Port: 5060

3. Press “DONE” and verify the connection.

SteE 3 Step 4

nn

> Settings

SIP account

Posto Esterno

Step 5

e Create a Call Group:
1. Create a new device:
2. Select “Other Device”.
3. Choose “IP Phone”.
4. Configure the new IP phone with the following:
1. Username: Same as the Ring Group in
THINKNX PBX.
2. Domain: IP address of the Thinknx server.
3. Port: 5060
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4. Enable “Two-Way Video Call”.
5. Press “DONE".
5. Add the SIP telephone to the call group:
6. Go to: Groups > Device > Add device and add
the SIP Phone.

Ste ] Step i St

wst1)

Family Name M. 1 #

Select arone #

Hl =P Phose - D00 i

Step 5

e Set a DTMF Tone:
1. Navigate to: Device > Configuration
> New Code
2. Enter the following details:

1. Code Name.

2. DTMF Value.

3. Enable “DTMF”.

4. Confirm the settings.

3. Modify the code to activate an
output on the intercom:

1. If no outputs are available,
adjust the settings of the
external intercom.

2. OUTPUT: Select “Output 17,
choose the type of output,
and associate it accordingly.

Step _ Step
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e Adjusting External
Intercom Settings:

1. If outputs are not
visible, ensure you
have configured the
external intercom
settings correctly.

2. Navigate to the
external intercom
settings:

1. Go to: Device >
“Name of your
Device” >
Impostazioni >
Output

2. Select “Output
1",

3. Choose the type
of output.

4. Associate the
output
accordingly.

e Camera Stream:

1. Navigate
to: Devices
> ““Name
of your
Device"” >
Settings >
Camera

2. Port:8001

3. Bottom of
the page
/camera/pic
ture

Ste Ste Ste Ste
p3p

Integration
example:
baslIP

Configuration
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Integration with
baslP devices is
available via
ThinknxPBX,
enabling the
following
features:

e Paging:
When the
call button
is pressed
on the door
station, it
will call all
appropriate
clients
based on
the settings
of the ring
group
called.

e 2Way audio
call: the
user at the
client
station can
converse
with the
person
outside the
door

¢ Video
monitoring:
the camera
in the door
station can
be
accessed
by the
client to
view the
caller and
the outside
area

e Relay/Door
strike
actuation
from the
server: The
internal
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relays can
be actuated
from the
Thinknx
client/serve
r or from
KNX.

Preliminary
Requirements

e The basIP
station
must be
connected
to the same
network as
the Thinknx
server.
Clients
must also
be on the
same
network.
Special
network
configuratio
ns are
possible
using
appropriate
routing/fire
walling
devices.

e Complete
the step-by-
step wizard
to configure
the BasIP
station.

VolP PBX Setup
Add the VolP PBX
object and
configure as
follows:

e Add Users:
In the
“Accounts
PBX" tab,
add several
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users.

e Add an
Intercom: In
the
“Intercom
Devices”
tab, add a
generic
intercom. A
number
(extension
number)
will be
shown. This
number
serves as
both the ID
and the
password
for the
intercom
(e.g., user
901/pass
901).

e Add a Ring
Group:
Select the
users to
include in
the ring
group. An
extension
number
(e.g., 9001)
will be
assigned to
the ring
group.
Calling this
number will
ring all
associated
users.

BaslIP Setup

Open a web
browser and
enter the IP
address of the
BaslIP device.
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e Log in using
the default
credentials:

o User
nam
e:
admi
n

o Pass
word

1234
56
2. SIP
Setting:

1. Navig
ate to
the
Panel
sectio
nin
the
web
interf
ace.

2. Selec
t SIP
Settin
gs
from
the
menu

3. Enabl
e the
SIP
Settin
gs by
toggli
ng
the
relev
ant
optio
n..

4. Prox
y:

sip:ip

ofthet
hinkn

Xserv
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er.

5. User:
Usern
ame
of the
interc
om
devic
e
Creat
ed on
the
confi
gurat
or

6. Real
m:
ipofth
ethin
knxse
rver.

7. User
ID:
Usern
ame
of the
interc
om
devic
e
creat
ed on
the
confi
gurat
or

8. Pass
word

Same
as
User
ID

Sip
Setting

e Enab
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